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Executive Summary

TR-124 specifies a superset of requirements for broadband Residential Gateway (RG) devices that are
capable of supporting a full suite of voice, data, broadcast video, video on demand and two-way video
applications in broadband networks.

The requirements are grouped into modules. This means that an RG can be specified by listing the modules
that the RG is expected to support. No single device is expected to support all modules.

Requirements are sometimes modified when a new TR-124 revision is created. It is therefore necessary
for any identification of modules supported (or to be supported) by a RG also note which TR-124 revision
was used to generate the module list.

TR-124 Issue 2 updated TR-124 Issue 1 to include requirements for IPv6.
TR-124 Issue 3 clarifies and corrects TR-124 Issue 2 and defines new profiles.
TR-124 Issue 4 defines several new profiles.

TR-124 Issue 5:

e takes into account the deprecation of TR-064 Issue 1 in favor of Issue 2 (adding the
MGMT.LOCAL.TR-064 profile and fixing text in several places),

e takes into account the deprecation by UPnP Forum of UPnP IGD V1.0 in favor of UPnP IGD V2.0,

e defines the new WAN.TRANS.MAP-E profile for MAP-E support.

TR-124 Issue 6:

Adds security requirements for RGs

Adds requirements for G.fast enabled RGs

Adds requirements for TWAMP performance measurement

Adds requirements for 5G-RG in Wireless-Wireline Convergence (WWC) architecture

TR-124 Issue 7:

e Updates the 5G-WWC requirements and adds two new IF requirements for fixed RGs with LTE or
NR interfaces.
e Adds SEC.FIRMWARE for firmware authentication and encryption requirements.
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1 Purpose and Scope
1.1 Purpose

TR-124 presents a superset of requirements for broadband Residential Gateway devices that are capable
of supporting a full suite of voice, data, broadcast video, video on demand and two-way video applications
in broadband networks.

1.2 Scope

A Residential Gateway implementing the general requirements of TR-124 will incorporate at least one
embedded WAN interface, routing, bridging, a basic or enhanced firewall, one or multiple LAN interfaces
and home networking functionality that can be deployed as a consumer self-installable device.

TR-124 specifies a baseline of Residential Gateway device and application functions needed to support
service delivery in routed and bridged broadband network architectures. Devices can be specified that will
operate on any of the different types of Broadband Forum defined network architectures. This allows service
providers to configure a Residential Gateway supporting specified TR-124 modular requirements locally via
TR-064i2 and Web Graphical User Interface or remotely via TR-069.

TR-124 provides optional requirements modules for various physical broadband interfaces (e.g. xXDSL,
Ethernet, GPON) and home networking (LAN) interfaces that may be implemented on Residential Gateways
to meet local service provider needs. Furthermore, to accommodate common region-specific service
provider requirements that do not apply globally, additional regional annexes are included in the TR-124
requirements that may be included in region-specific product profiles (e.g. North American Power and
Environmental requirements).

It is intended that these general requirements modules and WAN/LAN interface modules can be used as
references to define a specific product implementation that may be needed in future Broadband Forum
Technical Reports. This checklist style product profile approach (shown in the “Praduct Profile Template”
section in APPENDIX VI is intended to provide an easy mechanism to define a specific product that
is needed by region or by service providers. An example of such a product profile is TR-068 Base
Requirements for an ADSL Modem with Routing, which refers to TR-124 feature modules and regional
annexes.

These requirements are both backward and forward-looking. They attempt to address the needs of current
DSL services and architectures as well as starting to address future needs. Some requirements have
been included in support of TR-059, TR-064i2, TR-069, TR-101i2 and TR-122. Any CPE that claims to be
compliant with these technical requirements must meet the requirements that reference those documents.
It is understood that a CPE that does not claim to be compliant with these referenced requirements may or
may not meet any or all of these requirements. On a periodic basis, new general requirements and physical
interface modules may be added in future revisions of TR-124.

Requirements are sometimes modified when a new TR-124 revision is created. It is therefore necessary
for any identification of modules supported (or to be supported) by a RG also note which TR-124 revision
was used to generate the module list.
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2 References and Terminology

2.1 Conventions

In this Technical Report, several words are used to signify the requirements of the specification. These
words are always capitalized.

MUST This word, or the term “REQUIRED”, means that the definition is an absolute
requirement of the specification.

MUST NOT This phrase means that the definition is an absolute prohibition of the specification.

SHOULD This word, or the term “RECOMMENDED”, means that there could exist valid rea-

sons in particular circumstances to ignore this item, but the full implications need to
be understood and carefully weighed before choosing a different course.

SHOULD NOT | This phrase, or the phrase “NOT RECOMMENDED” means that there could exist
valid reasons in particular circumstances when the particular behavior is accept-
able or even useful, but the full implications need to be understood and the case
carefully weighed before implementing any behavior described with this label.

MAY This word, or the term “OPTIONAL", means that this item is one of an allowed set
of alternatives. An implementation that does not include this option MUST be pre-
pared to inter-operate with another implementation that does include the option.

By Default These words indicate that this is a default setting or operation of the unit that
MUST be configurable if provided. This term is not included in RFC 2119 [56].

Other residential gateway type features not identified in this document may also be implemented in the
device. An implementation that includes features not identified in this document must be prepared to inter-
operate with implementations that do not include these features.

References to CPE or LAN devices indicate other equipment such as hosts including PCs and workstations.

In certain cases, TR-124 generically refers to new LAN or WAN interface performance monitoring data
parameters that have not been specifically defined in the requirements at the time of the publishing of this
document. As these requirements are not yet defined, it is expected that vendors may support parameter
extensions and basic interface traffic performance statistics until such a time that the Broadband Forum
defines further Technical Reports to support new interface parameter data models for possible use with
TR-064i2, TR-069 and the Web GUI.
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2.2 References

The following references constitute provisions of this Technical Report. At the time of publication, the
editions indicated were valid. All references are subject to revision; users of this Technical Report are
therefore encouraged to investigate the possibility of applying the most recent edition of the references
listed below.

A list of currently valid Broadband Forum Technical Reports is published at www.broadband-forum.org.

NOTE — A number of IETF drafts are cited in this document. Due to the fact that home networking standards
and technology are still being rapidly developed, this was considered necessary. If subsequent drafts or
RFCs are published, they will obsolete the draft cited in this document.
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The following information is given for the convenience of users of this Technical Report and does not
constitute an endorsement by the Broadband Forum of these products:

This publication is not endorsed by the IEEE.

2.3 Definitions

Safari® is a registered trademark of Apple Computer, Inc.

HomePlug® is a registered trademark of HomePlug Powerline Alliance, Inc.

HomePNA® is a registered trademark of HomePNA, Inc.

IEEE® is a registered trademark of the Institute of Electrical and Electronics Engineers, Inc. (IEEE).

Internet Explorer® and Microsoft® are registered trademarks of Microsoft Corporation.

Java® and JavaScript® are registered trademarks of Oracle, Inc.

Mozilla® is a registered trademark of the Mozilla Foundation.

Wi-Fi® is a registered trademark of the Wi-Fi Alliance

WPA, WPA2 WPAS3, Protected Setup, WMM and WMM-SA are trademarks of the Wi-Fi Alliance

Term

Definition

5G-RG

An RG acting as UE with regard to the 5G core. It
holds a secure element and exchanges NAS sig-
naling with the 5G core.

5G Access Network (5GAN)

This comprises 5G radio ANs (RANs) and 5G
wireline ANs connecting to a 5G core.

5G System (5GS)

A system consisting of 5G Access Network (AN),
5G Core Network and end-device.

Access & Mobility Function (AMF)

The AMF is a 5GC-CP function that terminates
N1, the control interface with UEs, and N2, the
control interface with access networks. It is re-
sponsible for mobility & access related functions.
It acts as the security anchor point for a given UE.
At PDU session establishment, it selects the SMF
corresponding to the requested slice and targeted
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Term

Definition

DN, and relays session related messages to this
SMF.

ACS

Auto-Configuration Server. This is a component in
the broadband network responsible for CWMP
auto-configuration of the CPE for advanced ser-
vices.

Agent

A generic term that refers (as appropriate) to ei-
ther a CWMP Endpoint or to a USP Agent.

Allowed NSSAI

NSSAI provided by the serving PLMN network
during e.g. a registration procedure, indicating the
S-NSSAIs value that the UE could use in the serv-
ing PLMN of the current registration area. (defini-
tion from TS 23.501 [x])

Backup

The ability to take over a task when a source be-
comes unavailable. Examples:

- Aweb server becomes unavailable. For incom-
ing traffic, backup provides another web server to
take over the operation.

- A communication link becomes unavailable. Via
backup, another link takes over the communica-
tion task.

Configurable

A requirement for configurability does not imply
any particular configuration interface. When spe-
cific user or TR-069 or other configurability is re-
quired, the requirement is stated explicitly.

Configured NSSAI

An NSSAI that has been provisioned in the 5G-
RG applicable to one or more PLMN (definition
from TS 23.501 [20]).

Connection

As used in this document, a connection is the con-
tinuing ability to communicate over a pair of IP ad-
dresses.

Controller

A generic term that refers (as appropriate) to ei-
ther a CWMP ACS or a USP Controller.

CPE

Customer Premises Equipment; refers (as appro-
priate) to any CWMP-enabled or USP-enabled de-
vice and therefore covers both Internet Gateway
devices and LAN-side end devices.

CWMP

CPE WAN Management Protocol. Defined in
TR-069 [3], CWMP is a communication protocol
between an ACS and CWMP-enabled CPE that
defines a mechanism for secure auto-configura-
tion of a CPE and other CPE management func-
tions in a common framework.
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Term

Definition

CWMP Endpoint

A CWMP termination point used by a CWMP-en-
abled CPE for communication with the ACS.

Device

Unless otherwise qualified, the term device refers
to an RG.

Enabling

Likewise, controllability requirements, for example
to enable or disable a feature, do not imply a con-
trol interface.

Failover

The ability to automatically switch to another
source when a source becomes unavailable. Ex-
amples:

- Aweb server becomes unavailable. For incom-
ing traffic, failover automatically provides another
web server to take over the operation.

- A communication link becomes unavailable. Via
failover, another link automatically takes over the
communication task.

GUI

The term GUI or web GUI implies access to the
RG that is visible to the end user. The use of this
term in a requirement is an assertion that control
or information display is available to the end user.

Load balancing

The ability to divide the working load of a task
over multiple sources in an equal way. Examples:
- Aweb service that is run by a web server. For in-
coming traffic this can be equally divided over
multiple servers by a load balancer.

- A communication link that is supporting a com-
munication task. Various links can be used to
equally divide the communication load by a load
balancer. This can be for incoming and outgoing
traffic.

Thus, load balancing is only one form of load
sharing: load balancing is load sharing where the
load is equally divided over the sources. What de-
fines “equal” depends on the use case and met-
rics used.

Load sharing

The ability to divide the working load of a task
over multiple sources. Examples:

- Aweb service that is run by a web server. For in-
coming traffic this can be divided over multiple
servers by load sharing.

- A communication link that is supporting a com-
munication task. Various links can be used to di-
vide the communication load by load sharing. This
can be for incoming and outgoing traffic.
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Term

Definition

Logs

Likewise, requirements for logging do not imply
log configurability and retrieval on any particular
interface unless stated explicitly.

Network Instance

Information identifying a domain. Used by the
UPF for traffic detection and routing (definition
from TS 23.501 [20Q)).

Network Slice

A logical network that provides specific network
capabilities and network characteristics (definition
from TS 23.501 [20]).

Network Slice Instance

A set of Network Function instances and the re-
quired resources (e.g. compute, storage and net-
working resources) which form a deployed Net-
work Slice (definition from TS 23.501 [x]).

NSI ID

An identifier for a Network Slice instance (defini-
tion from TS 23.501 [20]).

Network Slice Selection Assistance Information
(NSSAI)

The NSSAI is a collection of S-NSSAIs. An NSSAI
may be a Configured NSSAI, a Requested NSSAI
or an Allowed NSSAI. There can be at most eight
S-NSSAIs in Allowed and Requested NSSAIs sent
in signaling messages between the UE and the
Network.

NSSP (Network Slice Selection Policy)

It is the set of SM-NSSAI that a UE is authorized
to access. It is stored in the UE and corresponds
to the NSSAI in the subscriber information in the
network database.

Operator-specific configuration

Many requirements specify defaults, but then add
the phrase, “or use an operator-specific configura-
tion.” This phrase recognizes that operators may
override TR-124 requirements when necessary to
satisfy their specific needs.

PDU session

Temporal association between the UE and a Data
Network that provides a PDU connectivity service.
A session can be IP, Eth or unstructured.

Requested NSSAI

NSSAI provided by the UE to the Serving PLMN
during registration (definition from TS 23.501
[20)).

RG

A residential gateway (RG) is a device that inter-
faces between the WAN and LAN IP environment
for a consumer broadband customer. It may route
or bridge traffic, depending on its configuration
and specifications. The term RG is retained for
historical continuity, even though some features
may be directed at business applications.
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Term

Definition

Smart RG

A smart residential gateway is a residential gate-
way with additional smart home services.

Software application

A Software application consists of one or more
software modules and configuration data, and pro-
vides specific function(s) using the open platform
API of a Smart RG.

Software module

An installable software entity which includes exe-
cutables, libraries, configuration and other data.

Subscribed S-NSSAI

S-NSSAI based on subscriber information, which
a UE is subscribed to use in a PLMN (definition
from TS 23.501 [20Q)).

USP Universal Service Platform. Defined in TR-369 [§],
USP is an evolution of CWMP that allows applica-
tions to manipulate Service Elements in a network
of Controllers and Agents.

USP Agent A USP Agent is a USP Endpoint that exposes Ser-

vice Elements to one or more USP Controllers

USP Controller

A USP Controller is a USP Endpoint that manipu-
lates Service Elements through one or more USP
Agents.

Wireline 5G Access Network (W-5GAN)

This is a wireline AN that can connect to a 5G
core via the AGF. The egress interfaces of a W-5-
GAN form the border between access and core.
They are N2 for the control plane and N3 for the
user plane.

2.4 Abbreviations
This Technical Report defines the following abbreviations:
5WE 5G WWC Encapsulation
AAA Authentication, Authorization and Accounting
AAL ATM Adaptation Layer
ac alternating current
ADSL Asynchronous Digital Subscriber Line
AFTR Address family transition router
AGF Access Gateway Function
ALG Application Layer Gateway
AMF Access Management Function
AN Access Network
ANSI American National Standards Institute
AS Access Stratum
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5WE 5G WWC Encapsulation
ASCII American Standard Code for Information Interchange
ATA Analog Terminal Adapter
ATM Asynchronous Transfer Mode
BFD Bidirectional forwarding detection
CP Control Plane
CPE Customer Premises Equipment
CRC Cyclic Redundancy Check
CSA Canadian Standards Association
DAD Duplicate address detection
DHCP Dynamic Host Configuration Protocol
DLNA Digital living network alliance (www.dlna.org)
DNS Domain Name Server
DoS Denial of Service
DSCP Differentiated Services Code Point
DSL Digital Subscriber Line
DUID DHCP Unique Identifier
DUID-EN | DUID based Enterprise Number
FCC Federal Communications Commission
FQDN Fully Qualified Domain Name
GMT Greenwich Mean Time
GUI Graphical User Interface
HTML Hypertext Markup Language
HTTP Hypertext Transfer Protocol
HTTPS Secure Hypertext Transfer Protocol
Hz Hertz
IAID Identification Association Identifier
IEEE® The Institute of Electrical and Electronics Engineers
IETF The Internet Engineering Task Force
IMEI International Mobile Equipment Identity
IMSI International Mobile Subscriber Identity
INP Impulse noise protection
IP Internet Protocol
IPCP Internet Protocol Control Protocol
ISO International Organization for Standardization
ITU International Telecommunication Union
Kbps kilobits per second
LAN Local Area Network
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5WE 5G WWC Encapsulation
LCP Link Control Protocol
LPF Low-pass filter
MAC Medium Access Control
MRU Maximum Receive Unit
ms millisecond
MTBF Mean Time Between Failure
MTU Maximum Transit Unit
NAS Non-Access Stratum
NAT Network Address Translation
NTP Network Time Protocol
ONU Optical Network Unit
PADI PPPOE Active Discovery Initiation
PADO PPPoE Active Discovery Offer
PC Personal Computer
PCP Priority Code Point
PD Prefix Delegation
PDU Protocol Data Unit
POTS Plain Old Telephone Service
PPP Point to Point Protocol
PVC Permanent Virtual Circuit
QFlI QoS Flow Identifier
RA Router Advertisement
RG Residential Gateway
RQI Reflective QoS Indication
RTSP Real time streaming protocol
SIP Session Initiation Protocol
SN Serial Number
SNTP Simple Network Time Protocol
SSL Secure Sockets Layer
SUCI Subscriber Concealed Identifier
SUPI Subscriber Permanent Identifier
TCP Transmission Control Protocol
TLS Transport Layer Security
TR Technical Report
UDP User Datagram Protocol
UE User Equipment
UL Underwriters Laboratories
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5WE 5G WWC Encapsulation

ULA User licensing agreement

ULC Underwriters Laboratories Canada

UP User Plane

URSP UE Route Selection Policy

uUsB Universal Serial Bus

Vac Volts ac

VCI Virtual Circuit Identifier

Vdc Volts dc

VDSL Very high-speed Digital Subscriber Line
VID VLAN ldentifier

VLAN Virtual LAN

VolP Voice over IP

VPI Virtual Path Identifier

VSO Vendor Specific Option

WAN Wide Area Network

WEP Wireless Encryption Protocol

Wi-Fi® Wi-Fi Alliance wireless standards organization
WPA Wi-Fi Protected Access

WWC Wireline Wireless Convergence

July 2024

© The Broadband Forum. All rights reserved

TR-124 Issue 9

24 of 152



Functional Requirements for Broadband Residential Gateway Devices TR-124 Issue 9

3 Technical Report Impact
3.1 Energy Efficiency

TR-124 contains regional power requirements for Residential Gateway (RG) devices. In general, there
is an expectation that these devices will meet all local regulatory requirements for powering and energy
consumption.

3.2 IPv6

Issue 2 of this Technical Report was published specifically to provide requirements needed for deployment
of IPv6 capable RGs. Issue 3 includes a number of minor extensions, corrections and clarifications.

3.3 Security

The requirements in TR-124 are intended to provide a reasonably secure environment for general
consumers, while ensuring that the functionality is usable by consumers, such that they do not feel that the
degree of security is preventing them from accomplishing what they want to do.

The requirements are also intended to ensure that the RG does not have a negative impact on the security
of the access network and other users of the access network.

3.4 Privacy

TR-124 does not explicitly address privacy requirements.
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4 Residential Gateway Requirements

4.1 GEN -

General Device Requirements

4.1.1 GEN.DESIGN - Design

TR-124 Issue 9

ID Requirement

GEN.DESIGN.1 | The RG MUST be compact and have a physical profile suitable for a desktop.

GEN.DESIGN.2 | The RG SHOULD be able to be wall mounted and stand on its side.

GEN.DESIGN.3 | The RG MAY have the ability to be mounted horizontally or vertically.

GEN.DESIGN.4 | If wall mounted, the RG SHOULD be oriented so that the cabling is routed toward
the ground in order to reduce strain on the cabling.

GEN.DESIGN.5 | A detachable wall-mounting bracket MAY be added to the RG.

GEN.DESIGN.6 | The power connector at the RG MUST be securely connected to avoid accidental
disconnect. This means that the connector MUST be either secured via a clip to the
box or be held in place with significant force so that it does not readily pull out by
minor pulling on the power cord.

GEN.DESIGN.7 | If the power supply is external to the RG, it SHOULD be labeled with the RG ven-
dor’s name and the model number of the RG.

GEN.DESIGN.8 | If the power supply is external to the RG it SHOULD be either small enough, or ap-
propriately positioned on the power cord, so as not to block other power outlets.

GEN.DESIGN.9 | If the power cable includes an AC to DC conversion brick, that brick MAY have a

light on it.

GEN.DESIGN.10

The RG MUST NOT be USB powered.

GEN.DESIGN.11

The RG MUST NOT use the local phone loop for power.

GEN.DESIGN.12

The model and serial number of the RG MUST be visible via external markings on
the RG.

GEN.DESIGN.13

The model and serial number of the RG MUST be visible via external markings on
the RG packaging.

GEN.DESIGN.14

If a console port used for local technician configuration is provided on the RG, it
SHOULD NOT be physically accessible to end users (e.g. it should not be placed
on the outside of the device).

GEN.DESIGN.15

The RG MUST have a single function reset button in order to reset the device to
the default factory settings.

4.1.2 GEN.OPS - Device Operation

ID Requirement

GEN.OPS.1 | All RG firmware and associated system files MUST be pre-installed.

GEN.OPS.2 | The RG MUST operate 24 hours a day, 7 days a week without the need to reboot.
GEN.OPS.3 | The MTBF (Mean Time Between Failures) of the RG and operating system SHOULD

be equal to or exceed 1 year (e.qg. it should not need a reboot more than one time per
year).
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ID Requirement

GEN.OPS.4 | The life expectancy of the RG SHOULD be at least seven years.

GEN.OPS.5 | The RG SHOULD tolerate power fluctuations and brown-outs, continuing to operate
normally and maintaining its configuration after these events.

GEN.OPS.6 | The RG SHOULD be able to detect faults and reset appropriately upon detection.

GEN.OPS.7 | The RG SHOULD include sufficient non-volatile memory to accommodate future control
and data plane protocol upgrades over a minimum of four years. The potential up-
grades may include: initiating and terminating signaling protocols at IP and ATM layers;
logic for packet classification, policing, forwarding, traffic shaping and QoS support at
IP, Ethernet and ATM layers.

GEN.OPS.8 | The RG MUST preserve local configuration information during power-off and power in-
terruption.

GEN.OPS.9 | The RG MUST complete power up in 60 seconds or less.

GEN.OPS.10 | The RG SHOULD be self-installable by an end user in under 20 minutes assuming the
default configuration and mode of operation. This is the time from when the box is
opened to when the user is using the service including any driver installation (assuming
no network complications and excluding micro-filter installation and customer ordering/
registration).

GEN.OPS.11 | Other than networking drivers (e.g. USB, wireless, etc...), other software or drivers
MUST NOT be required on computers and other devices for proper and full use of the
RG.

GEN.OPS.12 | The RG, its drivers and any packaged software SHOULD support Macintosh OS 8.6
and above.

GEN.OPS.13 | The RG, its drivers and any packaged software SHOULD support all Microsoft PC
based operating systems that have not yet reached “End of Support” status (see http:/
support.microsoft.com/lifecycle for more details).

GEN.OPS.14 | The RG, its drivers and any packaged software MAY support Linux. It is especially de-
sirable to do so with an open interface.

GEN.OPS.15 | The RG MUST preserve its configuration across firmware updates.

GEN.OPS.16 | All software revisions SHOULD be backward compatible with all previous versions.
There SHOULD be no loss of existing functionality.

GEN.OPS.17 | Software revisions MUST NOT require service provider network changes to maintain
proper operation of previous features.

GEN.OPS.18 | The RG firmware MUST be identified by a revision number. This revision number
MUST be formatted using an X.Y.Z incremental numbering format where X indicates
the major release number, Y indicates the minor release number, and Z represents the
revision number (e.g. 2.4.1).

GEN.OPS.19 | The RG vendor SHOULD have a web site where firmware updates and documentation
are available.

GEN.OPS.20 | The firmware at the RG vendor’s web site SHOULD include all error correcting updates
for the RG.

GEN.OPS.21 | The RG MUST NOT allow “back door” entry to the unit (e.g. there must be no hidden

telnet or web access using secret passwords).
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This requirement is not intended to preclude physically secured craft access in accor-
dance with GEN.DESIGN.14.

GEN.OPS.22 | All frmware updates MUST be verified using security mechanisms. A checksum mech-
anism is a minimum requirement for achieving this.

GEN.OPS.23 | All frmware updates SHOULD be signed with a cryptographic “fingerprint” of at least
256 bits.

GEN.OPS.24 | In the event of a failure occurring during an update, the RG MUST be able to back off
to the prior version of the firmware installed on the RG. That is, the prior version of the
RG's firmware MUST continue to be useable in the event that a firmware update fails to
complete.

This is not a requirement for a dual image, although that is one manner in which this re-
quirement might be satisfied.

4.1.3 GEN.NET - Networking Protocols

ID Requirement
GEN.NET.1 | The RG MUST support Ethernet (IEEE 802.3).
GEN.NET.2 | The RG MUST support IP Version 4.

GEN.NET.3 | If the RG does not support IPV6, it SHOULD be software configurable or upgradeable to
support IP Version 6 in the future. This means that the processing power, memory and
networking components be designed appropriately and be sufficiently robust to provide
this support.

GEN.NET.4 | The RG MUST support the TCP, IP, UDP, routing and associated IETF protocols identi-
fied here:

RFC 768 [141] User Datagram Protocol

RFC 791 [143] Internet Protocol

RFC 792 [144] Internet Control Message Protocol

RFC 793 [145] Transmission Control Protocol

RFC 826 [146] Ethernet Address Resolution Protocol (ARP)

RFC 894 [150] Standards for the Transmission of IP Datagrams over Ethernet Net-
works

RFC 922 [151] Broadcasting Internet Datagrams in the Presence of Subnets

e RFC 950 [152] Internet Standard Subnetting Procedure

RFC 1042 [43] Standard for the Transmission of IP Datagrams over IEEE 802 Net-
works

RFC 1112 [44] Host Extensions for IP Multicasting

RFC 1122 [45] Requirements for Internet Hosts - Communication Layers

RFC 1123 [46] Requirements for Internet Hosts - Application and Support

RFC 1256 [48] ICMP Router Discovery Messages (Router Specification only)

RFC 1812 [51] Requirements for IP Version 4 Routers

RFC 1918 [52] Address Allocation for Private Internets

RFC 4632 [106] Classless Inter-domain Routing (CIDR): The Internet Address As-
signment and Aggregation Plan
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IANA Directory of General Assigned Numbers (http://www.iana.org/numbers.html)

GEN.NET.5

The RG MUST support IP over Ethernet.

GEN.NET.6

The RG MUST support, at a minimum, a 256 MAC address table for LAN devices.

4.1.4 GEN.NETvV6 - IPv6 Networking Protocols

ID

Requirement

GEN.NETv6.1 | The RG MUST support IP Version 6, which is defined in RFC 2460 [63].

GEN.NETV6.2 | The RG MUST support enabling and disabling of IPv6.
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Wide Area Networking

4.2.1 WAN.ATM - WAN.ATM

ID Requirement

WAN.ATM.1 | The RG MUST support standard ATM (AAL5) payload format. Note: this satisfies
Broadband Forum TR-101 R-371.

WAN.ATM.2 | The RG MUST perform AAL Segmentation and Reassembly (SAR), Convergence Sub-
layer (CS) functions and CRC check.

WAN.ATM.3 | The RG MUST support encapsulation of bridged Ethernet over AAL5 (without FCS) as
described in RFC 2684 [71].

WAN.ATM.4 | The RG MUST be able to use both LLC-SNAP and VC-MUX (null) encapsulation over
AALS5 with all supported protocols. The default MUST be LLC-SNAP.

WAN.ATM.5 | The RG MAY support encapsulation of IP over AALS5, per RFC 2684 [71].

WAN.ATM.6 | If the RG supports IP over AALS5, it MAY support classical IP according to RFC 2225
[60].

WAN.ATM.7 | The RG MUST support ATM CoS. UBR, CBR and VBR-rt MUST be supported, as de-
fined in AF-TM-0121.000 [28].

WAN.ATM.8 | VBR-nrt and UBR with per VC queuing SHOULD be supported.

WAN.ATM.9 | The default ATM CoS for the primary VC MUST be UBR.

WAN.ATM.10 | The RG SHOULD support auto configuration as defined in Broadband Forum TR-062
[1] and ILMI 4.0 and its extensions.

WAN.ATM.11 | The RG MUST always respond to ATM testing, pings and loopbacks according to ITU-
T1.610 [174] (F4, F5).

WAN.ATM.12 | The RG SHOULD support initiating an ATM loopback and receiving the reply. This sat-
isfies Broadband Forum TR-101 R-370.

WAN.ATM.13 | The RG MUST provide a default CPID of all 1s (FFFF). This satisfies Broadband Fo-
rum TR-101 [3Q] R-372.

WAN.ATM.14 | The RG MUST support 0/35 as the default VPI/VCI for the first PVC or use an opera-
tor-specific configuration.

WAN.ATM.15 | The RG MUST be able to perform an auto search for the VPI/VCI settings for the first
PVC based on a definable search list VPI/VCI sequence order.
If the RG reaches a state of session establishment (e.g. IP when the RG is responsible
for session termination) after performing the auto search, the default VPI/VCI settings
MUST be set to the newly discovered values. The new default pair MUST be stored on
the RG across power off situations. If an ATM connection cannot be established after
power is restored, the search process starts over again.

WAN.ATM.16 | The RG MUST support the following default VPI/VCI auto-search list programmed as a

factory default setting in the following sequence, or use an operator-specific sequence
configuration:

0/35, 0/38, 8/35, 0/43, 0/51, 0/59, 8/43, 8/51.
This default list MUST be overwriteable via the methods discussed in WAN.ATM.18.
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WAN.ATM.17

The RG MUST be configurable so that the auto-search mechanism can be disabled.

WAN.ATM.18

The RG MUST allow the auto-search list to be redefined using TR-064i2 and inter-
faces.

WAN.ATM.19

The default VPI/VCI values for all PVCs MUST be configurable. The default value
MUST be utilized prior to performing an auto-search but should exclude the default
value in the auto-search.

WAN.ATM.20

The RG MUST support VPI values from 0 to 255

WAN.ATM.21

The RG MUST support VCI values from 32 to 65535

4.2.1.1 WAN.ATM.MULTI - ATM Multi-PVC

ID

Requirement

WAN.ATM.MULTI.1

The RG MUST support eight PVCs. This is in addition to support for any imple-
mented ATM UNI control path PVCs (e.g. ILMI auto-configuration PVC, etc.).

WAN.ATM.MULTI.2

The RG MUST allow the protocol stack (e.g. IP over Ethernet, PPPoOE, PPPOA,
etc.) for each provisioned PVC to be defined separately. If necessary, each PVC
can use a different stack and set of protocols.

WAN.ATM.MULTI.3

There is no default defined VPI/VCI for additional PVCs past the primary PVC
defined in WAN.ATM above. The RG MUST support auto-search function (see
WAN.ATM.16 through 19) on all PVCs and will use the same auto-search se-

quence identified (skipping over any already in use).

WAN.ATM.MULTI.4

The RG MUST NOT require the same VPI value for all supported PVCs.

WAN.ATM.MULTI.5

All supported PVCs MUST be able to be active and sending/receiving traffic si-
multaneously. See requirements LAN.FWD.9, 10, 11 and 15 for more details on
interface selection for routing.

WAN.ATM.MULTI.6

The RG MUST support the minimum ATM granularity applicable to the associ-
ated DSL protocol in use on a per VC and VP basis.

For example, ATM granularity of 32 kbps MUST be supported for ADSL on a per
VC and VP basis.

WAN.ATM.MULTI.7

The RG MUST use the same Ethernet MAC address for all interfaces over the
same AAL5/ATM/DSL connection.

WAN.ATM.MULTI.8

The RG MUST support multiple levels of CoS simultaneously across separate
VCCs (e.g. UBR for PVC 0/35 and CBR for PVC 0/43 where both PVCs are ac-
tive simultaneously).

4.2.2 WAN.CONNECT - Connection Establishment

Note that this module applies to IPv6 connections as well as IPv4, but only if the RG has an IPv6 stack.

ID

Requirement

WAN.CONNECT.1

The RG MUST support an “always on” mode for connections. In this mode the RG
MUST NOT time out connection sessions (ATM, IP and PPP) and MUST automat-
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Requirement

ically re-establish any sessions after disconnection, lease expiration or loss and
restoration of power.

WAN.CONNECT.2

Moved to WAN.CONNECT.ON-DEMAND.1 and 4

WAN.CONNECT.3

The RG MUST support a “manual connect” option for connections. In this mode
the connection to the broadband network is initiated manually through the Web
GUI or via

TR-064i2 request and, by default, terminates only when done so explicitly by the
user, due to a power loss or when the connection is lost.

WAN.CONNECT.4

Moved to WAN.CONNECT.ON-DEMAND.6

WAN.CONNECT.5

A manual way of disconnecting without waiting for a connection timeout MUST be
provided.

WAN.CONNECT.6

Moved to WAN.CONNECT.ON-DEMAND. 7

WAN.CONNECT.7

The RG MUST follow all standards required to perform an orderly tear down of the
associated connections involved at the associated network levels (e.g. issue a
DHCP Release message when using DHCPv4, issue LCP Terminate-Request/
Terminate-Ack and PADT packet when using PPPoE, etc.) and then restart the
connections.

WAN.CONNECT.8

The RG MUST detect the loss of communications with a network identified DNS
server as indicated by a failed query, and log the event.

4.2.2.1 WAN.CONNECT.ON-DEMAND - On-Demand Connection Establishment

The On-demand Connection function applies only to IPv4 connections. However, when IPv6 is present, its
behavior must take the presence of IPv6 into consideration as described in this module

ID

Requirement

WAN.CONNECT.ON-DEMAND.1 | The RG MUST support a “connect on demand” option for IPv4 con-

nections that run over PPP. In this mode, the connection to the
broadband network is initiated when outbound traffic is encoun-
tered from the local LAN and terminated after a timeout period in
which no traffic occurs.

WAN.CONNECT.ON-DEMAND.2 | If the PPP session only contains IPv4, then the RG MUST termi-

nate the PPP session in accordance with WAN.CONNECT.ON-
DEMAND.1, and any associated PPPoE session (if applicable).

WAN.CONNECT.ON-DEMAND.3 | If the PPP session contains IPv4 and IPv6, then the RG MUST ter-

minate only the IPv4 session. This is done using IPCP commands.

WAN.CONNECT.ON-DEMAND.4 | The RG MUST support a “connect on demand” option for IPv4 con-

nections that run over Ethernet.

WAN.CONNECT.ON-DEMAND.5 | To determine whether a connection has IPv4 activity during a time-

out interval, the RG MUST consider only traffic with an IPv4 ether-
type.

WAN.CONNECT.ON-DEMAND.6 | The interval after which a connection timeout occurs MUST be able

to be configured.
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WAN.CONNECT.ON-DEMAND.7 | A default timeout of 20 minutes SHOULD be used for connection

timeouts or use an operator-specific configuration.

WAN.CONNECT.ON-DEMAND.8 | If the RG has an active IPv6 connection, and does not have ad-

dresses for DNS recursive name servers to be accessed over IPv6,
then the “connect on demand” option MUST be disabled.

4.2.3 WAN.ETHOAM - Ethernet OAM

ID

Requirement

WAN.ETHOAM.1

The RG MUST support a maintenance end point (MEP) at the customer and ac-
cess link levels on a per VLAN basis. Note: The multi-PVC case is for further
study. This satisfies Broadband Forum TR-101 [30Q] R-285, R-294.

WAN.ETHOAM.2

The RG MUST support a default ME level value of 5 for the customer level. This
satisfies TR-101 [30] R-286.

WAN.ETHOAM.3

The RG SHOULD support a loopback message (LBM) function at the customer
level that can generate a multicast LBM toward its peer MEP(s). This satisfies
TR-101 [30] R-287.

WAN.ETHOAM.4

The RG MUST support a loopback reply (LBR) function at the customer level to-
ward its peer MEP(s) in response to both unicast and multicast LBMs. This satis-
fies TR-101 [30] R-288.

WAN.ETHOAM.5

The RG MUST support a linktrace reply (LTR) function at the customer level to-
ward its peer MEP(s). This satisfies TR-101 [30] R-289.

WAN.ETHOAM.6

For business customers and/or premium customers requiring proactive monitor-
ing, the RG SHOULD support generating continuity check messages (CCMs) at
the customer level. This satisfies TR-101 [30] R-290.

WAN.ETHOAM.7

The RG MUST support turning off sending of CCMs at the customer level, while
keeping the associated MEP active. This satisfies TR-101 [30] R-291.

WAN.ETHOAM.8

The RG MUST support receiving AlIS messages at the customer level. This satis-
fies TR-101 [30] R-292.

WAN.ETHOAM.9

The RG SHOULD trigger the appropriate alarms for loss of continuity at the cus-
tomer level. This satisfies TR-101 [3Q] R-293.

WAN.ETHOAM.10

The RG MUST support a default ME level value of 1 for the access link level. This
satisfies TR-101 [30] R-295.

WAN.ETHOAM.11

The RG SHOULD support a loopback message (LBM) function at the access link
level that can generate a multicast LBM toward its peer MEP(s). This requirement
allows the RG to dynamically learn the MAC address of the AN MEP, and test the
connectivity to that MEP. This satisfies TR-101 [30] R-296.

WAN.ETHOAM.12

The RG MUST support a loopback reply (LBR) function at the access link level to-
ward its peer MEP(s), in response to both unicast and multicast LBMs. This satis-
fies TR-101 [30] R-297.
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WAN.ETHOAM.13

The RG MUST issue a DHCP renewal message following a random delay be-
tween 1 and 30 seconds after it detects a restoration of Ethernet continuity at the
customer ME level.

4.2.4 WAN.BRIDGE - Bridging
Note that the IPv6 parts of this module apply only if the RG supports IPV6.

ID

Requirement

WAN.BRIDGE.1

The RG MUST be able to bridge IPv4 over Ethernet.

WAN.BRIDGE.2

The RG MUST be a learning bridge as defined in IEEE 802.1D for all logical and
physical Ethernet interfaces, supporting a minimum of 272 MAC addresses.

WAN.BRIDGE.3

If bridge mode is enabled for IPv4 on the RG by default for LAN connected devices,
the RG MUST be able to support additional connections to a Controller for remote
management addressability (using direct DHCPv4 or static IPv4, PPP, etc.), and
connections for any locally terminated service that require IP (v4 or v6) addressabil-
ity (e.g. gateway integrated voice ATA ports, etc.).

Note that this special bridge mode that includes a device remote management ses-
sion connection requires an additional WAN connection from the network. This re-
quirement is considered conditional as a result of the network side dependency, but
the RG must support this type of configuration.

WAN.BRIDGE.4

The RG MUST be able to bridge IPv6 over Ethernet (Ethertype 0x86DD). This in-
cludes bridging of multicast frames.

WAN.BRIDGE.5

The RG MUST be able to configure IPv6 bridging for a WAN interface, separate
from 1Pv4 treatment.

WAN.BRIDGE.6

The RG MUST be able to configure IPv6 bridging separately for each WAN interface
(if there are multiple WAN interfaces).

WAN.BRIDGE.7

When IPv6 bridging is enabled on a WAN interface, the RG MUST be configurable
to act as a host on that WAN interface (doing SLAAC, etc.). It will not request
IA_PD, since that is not a host function.

4.2.5 WAN.DHC

PC - DHCP Client (DHCPv4)

ID

Requirement

WAN.DHCPC.1
i

The RG MUST be able to obtain IPv4 network information dynamically on its WAN

dresses and default gateway address.

Dynamically obtaining IPv4 network information is accomplished using DHCP (v4)
and / or IPCP (IPv4).

nterface. This information includes IPv4 address, primary and secondary DNS ad-

WAN.DHCPC.2 | |

PPPoE or DHCPvV4 server, then the RG MUST set its WAN IPv4 address to an unde-
fined value, in order to prevent it from retaining its prior IPv4 address.

f the RG is not configured to use a static IPv4 address and the RG fails to detect a
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WAN.DHCPC.3

If a RG is functioning as a DHCPV4 client, it MUST identify itself in option 61 (client-
identifier) in every DHCPv4 message in accordance with RFC 4361 [103].

WAN.DHCPC.4

For the DUID portion of option 61 in DHCPv4 as described in RFC 4361 [103] , the
RG MUST follow the DUID-EN format specified in ID 9.3 of RFC 3315 [81]. The RG
MUST use Broadband Forum enterprise-number value 3561 in the DUID-EN enter-
prise-number field.

For the identifier field of the DUID-EN, the RG MUST use an ASCII string containing
the same content and formatted according to the same rules as defined for the HTTP
username in ID 3.4.4 of TR-069 [3], if CWMP is used for remote management.

WAN.DHCPC.5

The RG IAID value in DHCPv4 and DHCPv6 MUST be a 32 bit number encoded in
network byte order. In cases where the RG is functioning with a single DHCP client
identity, it MUST use value 1 for IAID for all DHCP interactions. IAID is defined in
RFC 3315 [81].

In cases where the RG is functioning with multiple DHCP client identities, the values
of IAID have to start at 1 for the first identity and be incremented for each subse-
qguent identity. The RG’s mapping of IAID to its physical aspects or logical configura-
tion SHOULD be as non-volatile as possible. For example, the RG MAY use IAID
value 1 for the first physical interface and value 2 for the second. Alternatively, the
RG MAY use IAID value 1 for the virtual circuit corresponding to the first connection
object in the data model and value 2 for the second connection object in the data
model.

WAN.DHCPC.6

The DUID-EN field value MAY be printed on the RG label.

WAN.DHCPC.7

A RG functioning as a DHCPv4 client MUST identify its manufacturer OUI, product
class, model name and serial number using vendor-specific options as defined in
RFC 3925 [91]. Specifically, it MUST use option 125.

Note that with exception of ModelName, the data contained in this option will be re-
dundant with what is included in the Device ID in option 61. However, this is desir-
able because these two options serve different purposes.

The data in option 125 allows the DHCPv4 server to be pre-configured with policy for
handling classes of devices in a certain way without requiring the DHCPv4 server to
be able to parse the unigue format used in client-identifier option (which can also
vary in TR-181 depending on presence of a ProductClass value). On the other hand,
the client-identifier serves as an opaque but predictable identifier. It is predictable be-
cause it is the same identifier as used by the RG for interactions with other services.
The same identifier is used for HTTP authentication and in SSL client certificates.

Each sub-option value to be provided in option 125 MUST be treated as a string en-
coded into binary using UTF-8. The data MUST be encapsulated in option 125 under
enterprise code 3561 decimal (OxODE9), corresponding to the IANA “ADSL Forum”
entry in the Private Enterprise Numbers registry. A specific sub-option is defined for
each value. The value must match the corresponding TR-181 [35] parameter as de-
fined in the following table:
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Sub-option | Value Description | Corresponding Device:2 parameter
1 Manufacturer OUI | .Devicelnfo.ManufacturerOUI
2 Product Class .Devicelnfo.ProductClass
3 Model Name .Devicelnfo.ModelName
4 Serial Number .Devicelnfo.SerialNumber

If the value of a parameter is empty, the sub-option MUST be omitted.

WAN.DHCPC.8 | The RG MUST be able to request DHCPv4 option 42 for NTP server information as
per RFC 2132 [58].

WAN.DHCPC.9 | To obtain the local time zone, the RG SHOULD be able to request one of the follow-
ing DHCPv4 options: Option 100 (PCode) or Option 101 (TCode) in accordance with
RFC 4833 [110].

4.2.5.1 WAN.DHCPC.Force - Force renew

ID Requirement

WAN.DHCPC.Force.1 | The RG MUST support the use of DHCP force renew ([Z7]) for changing the
configuration parameters or the IP address associated with an IP session.
WAN.DHCPC.Force.2 | The RG MUST support sending the FORCERENEW_NONCE_CAPABLE op-
tion in the DHCP discover and in the DHCP request messages, as per RFC
6704 [132].

WAN.DHCPC.Force.3 | The RG MUST support using the Forcerenew nonce for validating DHCP

ForceRenew messages received from the DHCP server, as per RFC 6704
[132].

4.2.5.2 WAN.DHCPC.BFDecho - BFD echo

ID Requirement

WAN.DHCPC.BFDecho.1 | The RG SHOULD support configuration of the BFD echo functionality, as
per RFC 5881 [119], for both IPv4 and IPv6.

WAN.DHCPC.BFDecho.2 | The RG SHOULD support sending BFD echo packet(s) on its WAN inter-
face at regular intervals using a recommended default of 30s. The destina-
tion IP address of such packets MUST be taken from the list of IP ad-
dresses assigned to or via the WAN interface, including the Subnet-Router
address of an IPv6 DHCPvV6 delegated prefix.

WAN.DHCPC.BFDecho.3 | The RG SHOULD support receiving self-originated BFD echo packets ad-
dressed to its assigned address or the Subnet-Router IPv6 delegated pre-
fix.

WAN.DHCPC.BFDecho.4 | Unless overridden by configuration, by default after a failure of 3 succes-
sive BFD echo intervals, the RG MUST issue a DHCP renew message fol-
lowing a random jitter interval between 1 and 30 seconds.

4.2.5.3 WAN.DHCPC.BFDKA - BFD Keep-alive
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WAN.DHCPC.BFDKA.1

RG MUST support the BFD protocol for IP Session Keep-alive. The BFD
implementation MUST be compliant with the BFD standard as described in
the RFC 5880 [118] .

WAN.DHCPC.BFDKA.2

BFD MUST be initiated after both the RG and the IP Edge’s IP addresses
are available on the RG.

WAN.DHCPC.BFDKA.3

The RG MUST take on the Passive role during BFD session initiation.

WAN.DHCPC.BFDKA.4

The RG MUST support BFD Demand mode

WAN.DHCPC.BFDKA.5

The RG MUST support BFD Asynchronous mode.

WAN.DHCPC.BFDKA.6

The RG MUST be able to process BFD echo packets in the data plane as
specified in RFC 5881 [119].

WAN.DHCPC.BFDKA.7

The RG MUST be able to configure the DSCP bits of BFD packets.

WAN.DHCPC.BFDKA.8

The RG MUST be able to configure the Ethernet Priority bits of BFD pack-
ets.

WAN.DHCPC.BFDKA.9

The RG SHOULD respond to IP Edge initiated BFD polls using the same
DSCP and Ethernet Priority values received in the packet

WAN.DHCPC.BFDKA.10

The RG MUST ignore IP packets arriving on the BFD UDP port other than
those originating on the IP Edge.

WAN.DHCPC.BFDKA.11

The BFD configuration on the RG MUST be configurable using Broadband
Forum TR-069 [3].

WAN.DHCPC.BFDKA.12

When using BFD Demand mode, the RG MUST run an inactivity timer
based on the Detect Interval negotiated with the IP Edge.

WAN.DHCPC.BFDKA.13

When a BFD session on the RG receives a poll with a Diag code set to
“Path Down” it MUST perform the following actions:

e Transition into the Down state;

e Respond to the poll with the Diag code set to 3 (“Neighbor Signaled
BFD Session Down”)

e Prompt the DHCP client to transition into the Init-Reboot state for
DHCPvV4 initiated IP Sessions.

e Prompt the DHCP client to send a CONFIRM message for DHCPv6
initiated IP Sessions.

WAN.DHCPC.BFDKA.14

The RG DHCP client MUST be able to enter DHCPv4 Init-Reboot state or
DHCPv6 Confirm state upon detecting that BFD has transitioned into
“Down” state.

WAN.DHCPC.BFDKA.15

The RG MUST use the IP Edge address as the destination for BFD Control
packets.

WAN.DHCPC.BFDKA.16

The RG MUST be able to be pre-provisioned with the following Broadband
Forum specified default configuration:

Version (1)

Control Plane Independent (0)
Authentication Present (0)
Demand (1)

Detect Multiplier (3)
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Local Discriminator (a random 32-bit value)
Desired Minimum Transmit Interval (1,000,000)
Required Minimum Receive Interval (1,000,000)
Required Minimum Echo Receive Interval (0)
State (Down)

4.2.6 WAN.DHCPvV4 - DHCP Client (DHCPv4)

4.2.6.1 WAN.DHCPV4.ERP - EAP Re-authentication (ERP) for DHCPv4

ID

Requirement

WAN.DHCPV4.ERP.1

The RG MUST support the DHCP Relay Agent Information Option RFC 3046
[25].

WAN.DHCPV4.ERP.2

The RG MUST support receiving a DHCPv4 request message from a UE client,
which includes a Parameter Request List Option requesting the DHCPv4 ERP
Local Domain Name, i.e. the domain name of the ERP server of the local do-
main to which that client is attached. The DHCPv4 request message may be
Discovery or Request.

WAN.DHCPV4.ERP.3

If the RG has the ERP Local Domain Name from authentication server for a
client during a previous AAA exchange, it SHOULD include it in the DHCPv4
LDN sub-option in a Relay Agent Information Option RFC 3046 [75] and for-
ward to the DHCPv4 server.

WAN.DHCPvV4.ERP.4

The RG MUST support relaying a DHCPv4 Reply Message with the DHCPv4
ERP Local Domain Name option from the DHCPv4 server to the client.

WAN.DHCPV4.ERP.5

The RG MUST support configuration of the parameters for it to connect to the
RADIUS or Diameter server via Web GUI or Controller extension.

4.2.7 WAN.DHCPv6 - DHCP Client (DHCPV6)

4.2.7.1 WAN.DHCPV6.ERP - EAP Re-authentication (ERP) for DHCPv6

ID

Requirement

WAN.DHCPV6.ERP.1

The RG MUST support the ERP Local Domain Name (LDN) DHCPv6 Option
([130Q]).

WAN.DHCPV6.ERP.2

The RG MUST support receiving a DHCPV6 request message from a UE client,
which includes an Option Request option requesting the DHCPv6 ERP Local
Domain Name option ([130Q]). The DHCPv6 request message may be Solicit,
Request, or Information Request.

WAN.DHCPV6.ERP.3

If the RG has pre-existing knowledge of the ERP local domain name for a client
(for example, from a previous AAA exchange), it SHOULD include it in an in-
stance of the DHCPv6 ERP Local Domain Name option of the DHCPv6 mes-
sage and forward it to the DHCPV6 server as a sub-option of the Relay-Sup-
plied Options option ([128]).
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WAN.DHCPV6.ERP.4

The RG MUST support relaying a DHCPv6 Reply Message with the DHCPv6
ERP Local Domain Name option from the DHCPV6 server to the client.

WAN.DHCPV6.ERP.5

The RG MUST support configuration of the parameters for it to connect to the
RADIUS or Diameter server via Web GUI or Controller extension.

4.2.8 WAN.IPv6 - IPv6 WAN Connection

ID Requirement

WAN.IPv6.1 | The RG MUST support automated establishment of an IPv6 connection according to
the flow in Annex A.2.

WAN.IPv6.2 | The RG MUST support a dual stack of IPv4 and IPv6 running simultaneously, as de-
scribed in section 2 of RFC 4213 [99].

WAN.IPv6.3 | The RG MUST allow the IPv6 stack to be enabled / disabled.

WAN.IPv6.4 | The RG MUST support DHCPvV6 client messages and behavior per IETF RFC 3315.
See WAN.DHCPC.5 for further specifics on IAID value.

WAN.IPv6.5 | The RG MUST support the role of the CPE requesting router in RFC 3633 [87].

WAN.IPv6.6 | The RG MUST support specifying in its DHCPv6 prefix delegation request an indication
of the length of prefix it requires. If the RG supports multiple LANS, or has PD requests
from its LAN, it MUST indicate a preferred prefix length that would at least enable the
RG to assign a /64 prefix to each LAN it supports. Note that the delegated prefix may
vary from the requested length.

WAN.IPv6.7 | When sending DHCPv6 messages, the RG MUST identify itself in OPTION_CLIENTID
(1) (client-identifier) using the same client identifier as for IPv4 (see WAN.DHCPC.3
and .4).

WAN.IPv6.8 | The RG MUST support IPv6 node requirements as a host node, per RFC 6434 [129].

WAN.IPv6.9 | The RG MUST support stateless address auto-configuration (SLAAC) as a host, per
RFC 4862 [112].

WAN.IPv6.10 | The RG MUST support receipt of route information per RFC 4191 [97]. If the RG only
has one WAN connection, it does not need to place this information in its routing table,
but it does need to save it (for possible forwarding on the LAN interface).

WAN.IPv6.11 | If route information is provided (RFC 4191 [97]) and the RG has multiple WAN connec-
tions, it MUST place the route information in its routing table.

WAN.IPv6.12 | If the RG does not have a globally-scoped address on its WAN interface after having
been delegated a prefix, it MUST create addresses for itself from the delegated prefix.
It MUST have at least one address and MAY have more.

There is currently no algorithm defined for address creation. It should be assumed that
different service providers will want different rules for how to create the address, how
many addresses to create, and in the case of multiple addresses, how the different ad-
dresses are used.

WAN.IPv6.13 | Requirement deleted; redundant with WAN.IPv6.3
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WAN.IPv6.14

The RG MUST be able to request the following DHCPvV6 options: IA_NA (RFC 3315),
reconfigure accept (RFC 3315 [81]), IA_PD (RFC 3633 [87]), and DNS_SERVERS
(188]).

WAN.IPv6.15

The RG SHOULD be able to request the following DHCPV6 options: SNTP_SERVERS
(126]), domain search list ([88]), and Client FQDN ([109]).

WAN.IPv6.16

The RG MUST be configurable as to which DHCPv6 options it requests via DHCPV6.

WAN.IPv6.17

The connectivity parameters (obtained via RA and DHCPv6) MUST persist across loss
of WAN connection (or lack of response from WAN connection).

WAN.IPv6.18

The RG MUST continue to use the connectivity parameters (obtained via RA or DHCP)
and consider them valid until either they expire or the RG is explicitly told to use differ-
ent values.

WAN.IPv6.19

The RG MUST NOT advertise any address prefixes on the WAN using the IPv6 neigh-
bor discovery protocol, or advertise itself as a default router.

WAN.IPv6.20

The RG MUST provide up to 4 instances of option-data within a single OPTION_VEN-
DOR_OPTS (17) (RFC 3315 [81]) with IANA “ADSL Forum” Enterprise Number as the
enterprise-number. Each instance will have one of the 4 sub-options from
WAN.DHCPC.7 as the vendor-specific opt-code, with the corresponding value in the
vendor-specific option-data. If the value of a parameter is empty for the RG, then the
sub-option MUST be omitted. If there are no values to provide, the entire option MUST
be omitted.

WAN.IPv6.21

The RG SHOULD be able to request the following DHCPV6 options: address selection
policy ([136]) and DNS selection policy ([133]).

WAN.IPV6.22

If route information is provided (draft-ietf-mif-dhcpv6-route-option) and the RG has mul-
tiple WAN connections, it MUST place the route information in its routing table.

WAN.IPv6.23

The RG SHOULD generate address selection policy based on policies obtained from
each WAN link by DHCPvV6 option (draft-ietf-6man-addr-select-opt) or manually config-
ured policy.

WAN.IPv6.24

The RG MUST be able to request DHCPv6 opt